Voice Biometrics




What are voice biometrics?

* Inits simplest form, a voice biometric is the unique representation of the
characteristics that make up an individual’s voice

It will allow Inland Revenue to identify and verify callers with certainty and
therefore do far more for them

* It reduces identity fraud
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Why use biometrics>

» Cost effective — a biometric expansion to current SPK2IR identity and
verification module

 Convenient and user-friendly for customers to use
e Instant verification process

e Future saving
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Biometrics In Inland Revenue

Identity
verification
and identity
theft for the
public service
IS a real
threat
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Current authentication
takes time and limits what
customers can do
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Building for an “all of
Government” solution

&

Inland Revenue
Te Tari Taake

Inland
Revenue

IS viewed

as a gateway
to wider
levels of
identity theft

across other
Industries

g ll 8 o ]
= I Il
VOICE LEADERSHIP FORUM



Strategic priorities

* Influence voluntary compliance and address the causes of compliance
risk

 Move customers to the most appropriate channel whilst also creating an
environment to make it easy for customers to self manage

« Use our information to make timely decisions and build an intelligence-led
organisation

 Improve the efficiency and effectiveness of government through working
with other agencies and private providers
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All of Government

o “All of government” is the alignment of multiple agencies with Government’s
broader goals

It includes integrated services and supporting a whole of government approach to
Improving public services and access to agencies

 Voice i.d. is designed to be able to share voice biometric capability
Exactly how this is to be done is yet to be defined

« Voice i.d. demonstrates the seriousness with which Inland Revenue is pursuing
All of Government solutions, in order to deliver better experiences for our
customers
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ldentity theft and fraud

 People are targeting organisations like Inland Revenue to steal
identities

* Risk to revenue
* Biometrics assures a high level of security

* Fraud detection opportunities
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Benefits

Voice delivers three key benefits and tangible efficiency savings:
1. Reduced agent handling time
2. Increase use of existing self service

3. New self service now possible, such as ‘reset online password’
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Current state without Voice 1.d.

« SPK2IR can only partially verify a caller
e Gives only access to simple automated transactions
« Passes the caller to agent only ‘partially’ verified

« Duplicate ‘identities’
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Future state with Voice 1.d.

 Voice i.d. and SPK2IR can fully verify a caller
 Gives access to more useful and new transactions
 Passes the caller to an agent as fully verified

 Removes opportunity for duplicate identities
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Questions?
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	What are voice biometrics?
	���������������������������Captures a unique sound which can be analysed, measured and stored.��This is known as a voice print.��Other types of biometrics are: fingerprints, eye scans (both iris and retina), facial recognition, signature dynamics and typing patterns, hand geometry and vein recognition.��Hand geometry: ��Used for point of sale applications, such as school lunch programs and luxury hotels - use the hand geometry scanner to deduct or debit money from a user ’s fund account when a purchase is made.��Hand geometry recognition is also used in the United States where frequent international business travellers can simply use their hand geometry to enter the country, rather than waiting in immigration lines at the airport. ��Vein recognition: ��Used by several Japanese banks for customer authentication at ATM's and other Japanese businesses.��Builds on the Voice recognition system SPK2IR��Voice biometrics enables a verification capability that exceeds what SPK2IR can do today.�Under Voice ID, SPK2IR will be able to both authenticate and fully verify a caller. ��This enables SPK2IR to be able to carry out higher risk transactions due to the certainty that we know who the caller is = improved customer service.��Strength of verification can be set by us. Verification will always initially be on IRD number. Date of birth will be used as backup. Looking at cross-government applications as well eg using more than on e number��Verification can be affected by a number of factors such as background noise, customer having a cold/flu, quality of phone line etc. Threshold will likely be set at 95%.  ��To ensure that the second sample is not a recording of someone's voice, a further step can be added to the verification process. This is called a liveliness test where the caller is asked to repeat a random phrase or sequence of numbers. �����������������������������SPK2IR uses normal customer language to interpret a customer’s query and routes to the most appropriate place to service that query, ie to a self service application or an appropriately trained agent. It also includes customer verification where required. ��SPK2IR was built with biometrics in mind so it is cost effective and relatively straight forward to add biometrics into the current verification process. ��Customers have indicated that they are happy to provide voice data - more than 50% of people surveyed are accepting of biometrics. This information comes from an independent study where customers were asked if they would provide voice data to IR. 100% of customers who have had identity problems in the past indicated they would definitely register for VoiceID.��Planning outbound calls to capture voice prints for regular IR phone customers. Customers will be prompted to enrol for voice biometrics when making an inbound call. ��Biometrics will give instant verification to our customers rather than having to answer further questions as they do now via SPK2IR. We will identify the actual user rather than the account they are acting on (e.g. mothers acting on behalf of daughters).��Projected future savings�Initial reduction in handling times of approx 20 seconds per call �Savings due to calls being directed through to self service channels �Reduction in the amount of fraud with the introduction of a voice biometric verification system. ����������������������������Recent media attention around identity verification for the public service has shown identity theft and fraud is a real threat to our services. ��Damage one individual can do:�“Caller rang up and used DOB, name and address to obtain information on 25 IRD numbers. He used this to create 103 companies and filed GST returns for all of them, each with refunds. The fraud was picked up after $53,000 had been claimed but before it could all be paid out. The fraudster admitted that he had structured this to claim $2.5 million per year, using a threshold for each he hoped was below notice. He said he chose IRD because banks etc were making it too hard.” ��BUT we have to improve our security without making it harder or more prohibitive for the public to access our services. ���������������������������������������������We influence voluntary compliance and address the causes of compliance risk and threats through a range of interventions – the new process:�Encourages and provides incentives for users to identify themselves thereby improving compliance.�Extends the availability of self service across all channels making it easier to comply.�Creates a positive caller identification and verification experience allowing all interactions to be more informed and based on trust.�Wider window for serving using automated reponses ��Move customers to the most appropriate channel whilst also creating an environment to make it easy for customers to self manage�The channels through which we interact with customers will change. We will still support other channels, but we will encourage customers to interact with us through automated self service channels (particularly filing and paying).��Approach: Eliminate, automate, or delegate enquiries before customers need to contact us. ��We will improve the design of our channels to enable customer self service and provide greater certainty to customers.��We use our information to make timely decisions and build an intelligence-led organisation�Customer focused and proactive.�Being innovative to find more efficient and effective ways of working and improve productivity�Managing information is a fundamental part of everything we do in managing compliance and the integrity of the tax system.�Manage data and intelligence as a corporate asset, improving data quality and integrity.�Our systems will meet current and future needs through aligning planning and resources allocation and building a reliable and flexible platform.�Quality and timeliness of shared information will become increasingly important to external parties and customers as we move to a model where external parties (ie other govt agencies) are reliant on the information we hold and we are reliant on their information. ��Improve the efficiency and effectiveness of government through working with other agencies and private providers�We will leverage new and existing relationships with other agencies and private providers to share delivery of our services and support of our mutual customers, working with them to specify and co-design services.��� ��������������������������Customers of one agency are often customers of another. For example, those who interact with Immigration for residency very quickly end up with Inland Revenue for IRD numbers. But currently each agency has different processes and requires different information to act on. ��Sharing biometric capability could be sharing platforms and a bank of voiceprints that can be shared with other govt agencies to reduce costs for other agencies if/when they begin to use voice biometrics. Ideally a customer dealing with multiple agencies will be verified once by voice print and can then be transferred to deal with other agencies without having to be re-verified by other agencies. ����������������������������Identity risk as we are limited to what we can ask about for verification.��An identity is stolen every three seconds, with 43 million fake antivirus programmes downloaded every year. It takes just seven pieces of information to build a complete profile, and experts estimate that one in five online shoppers will be hit. ��When fraudsters were questioned why they targeted IR for identity theft it was because we were seen as an easy target.  People move to NZ to attempt fraud via IR, perform high volume transactions under our refund thresholds.�If biometrics stops even one fraud case it will pay for itself.��Due to a higher level of customer identification and verification it becomes harder for criminals to carry out fraud via identity theft. Criminal interviews already show that criminals are no longer targeting organisations that use Voice Biometrics and are instead targeting using organisations who use human based processes to identify their customers as they believe they are easier to penetrate. ��Turn on the television or the radio, open a newspaper or log onto the Internet – most likely you will read something about identity theft and a newly discovered security threat. Today’s consumers are demanding the convenience of remote transactions while maintaining a high level of security. Voice verification relies on something truly unique that cannot be duplicated or stolen – an individual’s voice. ��Despite the ever-present myths or misconceptions, voice verification is inherently more secure than most other verification methods, making an investment in this type of security measure worth every penny.��Immigration are also starting to look at using voice biometrics for people applying for visas��We will have the ability to data mine associated voice print information to identify transactions and/or customers who appear to have similar characteristics. As such we believe that we will be able to identify fraud faster than using existing methods.��Example: Customer files GST return online which generates an outbound call to confirm biometric via a sequence of numbers, verify customer confirming that return is genuine and release refund. If customer indicates that GST return wasn’t filed or if voiceprint doesn’t match, customer will be diverted to an agent to discuss. �����������������������������Reduced agent handling time�    Verifying a caller takes 15-40 seconds per call. VoiceID© does that for us.�= 750,000 minutes per annum��2. Increase use of existing self service�VoiceID© means customers do not need to remember PIN’s.�= 70,000 calls per annum��3. New self service�Knowing who a caller is allows us to offer more Self Service, such as resetting online passwords. �= 50,000 calls per annum������������������������������������������SPK2IR today identifies callers by IRD number and some personal information. ��This authentication gives a caller limited access to low- risk self service transactions and provides the agent with partial verification upon receiving the call from SPK2IR. ��We rely on agent intervention to complete full verification. ��Biometrics are based on ‘who’ you are rather than what you know about someone. ��Lack of positive verification can allow customers to have more than one IRD number. Foreign visitors to NZ have been known to pass on IRD numbers to others travelling to NZ for work, resulting in more than one person using the individual IRD number. ����������������Why use biometrics?
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