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Presentation Notes
Start with splash – not just who I am.
Imagine if………. What is the scenario  Internet Internet Banking and Cloud Computing.

What do they have in common?
What challenges do they present for us?
How will does it change out day to day life
What happens to the regulation of these activities.
My talk does not really much to do with Voice Biometrics or authentication, but it was important for the subject of the presentation.


Presentation Outline

 The Regulators Changing Views on
Security Requirements as Internet
Banking Dominance Continues

e Cloud Computing — What Is It and What
Does it Mean for us
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We are going to address two very interesting topics this morning:
What are regulators thinking about with the continued dominance of the Internet banking;
And if we have time have a discussion on the impact of cloud computing on security and the way we do business.




Regulatorandinternet Banking — Three

Primary Aim

e Protection of Customer Data
 Protection of Customer Transactions

 Maintenance of Confidence in the System
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A lot of what I talk about today wrt to regulators and internet banking is being driven out what regulators are doing in the Asia Pacific and in particular in Singapore. The Monetary Authority of Singapore which performs the role of both the equivalient of the RBA and APRA has been very vocal in this topic. And it concerns and actions are driving and influencing of lot of what the other regulators around the region are doing.
It is extremely concerned that due to the open and complex nature of the internet the risks associated are accentuated  and traditional risk management frameworks  and processe are insufficient.  QUOTE MAS: This heightens the need to have a clear understanding of the interaction between internet based applications and the back end support systems and an appreciation that the internet is instrinsically insecure is essential to ensure that management, operational and technical controls are effective and adequate.
What are they mainly concerned about: the three point up there:  I am first going to focus on the last point:
Why do you think that is important?
Story about cash, counterfeiting stuff
With MAS’s view on the internet it expects that you are required to at least two of the following for login authorisation:
*What you know (PIN)
*What you have (Token)
Who you are (biometric)
I don’t think any bank require two of these for login authorisation – Why are they so concerened
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The significant increase in malicious software attacks
The porting of mobile phones
The use of only second  factor authentication becomes an issue.

What are the real needs to stop or eliminate this activity..

The use of biometrics is soon becoming mandatory in Singapore for some types of transactions. 


Regulator-andinternet Banking — Protection

of Customer Data and Transaction

e \What are effective Internal Staff
Controls?
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This is critical to protecting bank data and customer transaction activity.
Discussion on internal fraud:
Hard to manage
Hard to control
Banks are not set up to do it well
Inbuilt bias against reporting etc
Issues about internal control. Collusion very hard to manage

These issues are common across the world.
The increasing need to introduce biometric authentication at different levels of employee access etc
Common in the US in other industries, not so common in banking.


Cloud Computting

e What Is It
e \What does it mean for us
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Software As A Service
Software Plus services model
Email, instant messaging, business sortware all examples of stuff offered by the cloud.
Public vs Private Cloud. Quite different.
Private – where the cloud infrastructure is operated soley for it; a private cloud managed by the organisation or a third party either on its own premises or offsite
Public  - on the other hand is owned by Microsofft, google for eveyone to use.
I will be mainly talking about Public cloud and what it means for us.
Similar evolution in other areas of life
Eg records to cassettes to CD to MP3 players
Printed newspaper to online information
Type writer, PC, local storage in cabinets to local storage on office servers and now a in the cloud
Trust is critical


L_Cloud computing

* Privacy Issues

e | egal and Regulatory
Challenges
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Privacy Questions:
Are hosted data and applications within the cloud protected by suitably robust privacy policies
Are the cloud computing providers technical infrastructure, applications and processes secure and able to meet privacy laws obligations to take reasonable steps to protect personal information and to protect it from loss or unorthorised access
Will the information be stored in Australia
What rights to do you have to access your information

Legal and Regulatory Issues
The reasons behind this concern are complex, and therefore will require coordinated and robust responses. They include concerns about: 
 control over data and how it is stored and used and disclosed 
 risk of non-compliance with the Privacy Act or state and territory laws (particularly in NSW and Victoria) that set strict pre-conditions for the transfer of personal information across borders 
 risk of increased costs, ambiguity and legal challenges arising from divergent international rules on data privacy, data retention, law enforcement access to user data, and other issues—for example, Australian companies may need to decide if the privacy regime of another country is ―substantially similar‖ to the National Privacy Principles10 
 potential costs in other areas, for example, a recent Australian study indicated the cost of investigating data breaches in the cloud environment11 and 
 customer resistance to storage of data in some overseas locations. 
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